TCGA Research on the Cloud

In an effort to streamline IT and informatics resources used as part of various research projects, the Cancer Imaging
Program (CIP) has deployed a cloud infrastructure on Amazon EC2. The following instructions summarize how to connect
to your cloud computer once you've been assigned one as part of the CIP TCGA Radiology Initiative.

Using your Amazon Cloud Computer for The Cancer Genome Atlas (TCGA)
Research

1. Save your remote desktop file (provided by the CIP Informatics team) to the desktop on any computer. Then connect
to your personalized cloud computer by double clicking the icon from your desktop.
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2. Check the box at the bottom to skip this in the future, then click Connect.

'hRemute Desktop Connection I

| #I The publisher of this remote connection cannot be identified.
. * Do youwant to connect anyway?

This remoke connection could barm waour computer, Do not connect unless you know
where this connection came from or have used it before,

i Publisher: Unknown publisher
5 Twpe: Remote Deskkop Conneckion
Remote computer: ec2-107-20-53-93, compuke-1, amazonaws, com

¥ Don't ask me again For remaote conneckions ko khis compuker:

Conneck | Cancel I Cetails ==

3. Check the box at the bottom to skip thisin the future, then click Yes.
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themutE Desktop Connection I
I'“ The identity of the remote computer cannot be
% verified. Do you want to connect anyway?

The remote computer could not be authenticated due to problems with its

zecurity certificate. It may be unzafe to proceed.

— MName misrmatch
':.._‘ Requested remote computer;
ec2-107-20-53-93. compute-1. amazonats. com

A Mame i the certifizate from the remaote computer:
EC2aMAZE ' TYH2FH

— Certificate erors

The following errors were encauntered while validating the remaote
computer's certificate:

1. The zerver hame on the certificate iz incomect,

1. The certificate i not from a trusted cerifying authority.

['a you want ko connect dezpite these certificate ermars?

v ;Q::un't ghow thiz warning again for connections to this remote compute

Yes Hao Wiew certificate

4. Once you connect to the cloud computer, select the Administrator user tologin.

Administrator Other User
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5. Typein the password (provided to you by the CIP Informatics team).

Depending on your operating system you may see the following instead. L eave the user name as Administrator and leave
the Domain field empty. Y ou can also save your password so you don't have to type it each time you log in by checking
the box near the bottom of the prompt.
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Windows 7

Windows Security =

-—*

Enter your credentials

These credentials will be used to connect to
.compute-1.amazonaws.com.

Administrator

lPaszwcrd
N
] f———
| Use another account |
[ |

[#] Remember my credentials

ok || cancel |

Mac OS X

Remote Desktop Connection

Enter your credentials

These credentials will be used to connect to

sy

User name: iIAdministratur

Password:

Domain:

|| Add user information to your keychain

I': Cancel :l 6 0K '3

6. Once you've logged in, you can open up ClearCanvas to read cases, or Firefox if you want to check that your data has
been successfully transmitted to our servers.
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Mazilla Firefox

7. When you're finished, simply click the X icon as shown below. Thiswill disconnect you from your cloud computer.
Similarly, you can click the _icon to minimize the cloud computer if you need to do something on your normal
computer.

COMPULE- 1. AMAZ0NAWSE. COM
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Troubleshooting:

1. Cannot connect to your cloud computer.

Some ingtitutions block the outgoing port utilized for remote desktop connections (port 3389). If you get an error
immediately upon trying to connect indicating that the remote computer cannot be reached, this may be your issue. You
will see an error similar to this:

Remote Desktop Disconnected
@ This compuker can't connect bo the remate complker,

Remote Deskbop cannot find the remote computer. Type the computer nams or 1P address again, and then try connacting. I the problsm continues, contact the awner of the remoke computer or your netwark administrator.

To confirm this problem, you can go to http://www.firebind.com/clients/web/. Once there, on the right half of the screen
thereis a search box titled TCP Ports. Typein 3389 and hit Start Test. Then check the resultsto see if there are any
errors. (No login is necessary; you can ignore the left side of the page.) If your result shows that the port is blocked you
will need to contact your IT staff for assistance unblocking this port, or you can try using the software from another
location.

validate your path to the Internet

Log In Classic TCP-only Javascript Client
l Email Address ] o
TCP outhbound anly, sorme ports cannot be tested due to browser restrictions. Please use a
l PaEswG ] walid range: 1-85535. Examples 10,24, 50, 100200 oF 1-1000.
m Create Account LCRE oS

3389

Team Beta is open! m

Firehind is about to release the new Team

praduct. Interested in the beta program?
Sign up here.

Firebind Ports: 33249
Status: 100.0%

Fuze IHOSTED 1 [ 2384
R Result: Test Successful. Mone ofthe tested ports are blocked. I
T

Test stop time: 2:14:01 P
Total elapsed test time: 0 hours, 0 minutes, and 0 seconds

2. Login/password stored incorrectly

If you save your login credentials with an incorrect user name or password, it can cause an instant error message to occur
every time you try to connect to your cloud computer.
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Remote Desktop Connection E

IQ\ The specified user name does not exist. Verify the username and try
\) logging in again. If the problem continues, contact your system

administrator or technical support.

OK ‘ ‘ Help

To resolve thisissue, click the shortcut on your computer and choose Edit. When the following screen is presented, you
can either edit your credentials or check the box to always ask for credentials.

! Remote Desktop
»¢ Connection

General | Display | Local Resources | Programs | Expenience | Advanced|

Logon settings
s . i Enter the name of the remote compuler

Computer: | el

User name: Administrator

i ] this computer
You can edit or delete these credentials.

I Always ask for credentials I

Connection settings

Save the current connection settings to an RDP file or open a
’ saved connection
| sae || saeAs. ||  Open.
~ | Options Connect Help
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